


. QEDOIEL: A|AHEIO| Xt SHE S AEJ QL MO| 2 QS 3HE o &l

—_ Benign Apps
- QEOMELS| 28 @‘D‘@‘[
1. APIREE E.:.*KI [FSE'18] .
. HESR 99 43 pLors e
3. E'Zé' 7| |:|I_|' E-”ﬁE ACI;AC_DI [ICSE’22] Monitoring Phase APIs
Deployment Phase
— __ - S
2. ELE2 KL= O ‘
5 QE0IEE NI5oR, - .;@.; ot
-é-% -lgﬂ 2!'% Apps Execution traces of | Finite State IO

sensitive & relevant « ~Jtomata_ J x

APIs
Rejected

[1] Deep Specification Mining, FSE 2018 SUSP";:;:V':’L?:‘““S e
[2] Active Learning of Symbolic NetKAT Automata, PLDI 2025
[3] MOREST: Model-based RESTful API Testing with Execution Feedback, ICSE 2022



Hi 4. 7| £9]

AP

Log:

« O|=: I} AlX|| Al

[4] General LTL Specification Mining, ASE 2015

Q ENLEL 34

A HIO
— ] —

login attempt __(5

guest login

login attempt

| 23 H{A| X| 7} o] Z A T

S AISHSA o
|~ ES 2dA E2 2 E0[A
Trace 1 Trace 2 Trace 3 Trace 4
login attempt | login attempt | login attempt | login attempt
auth failed guest login auth failed auth failed
login attempt | auth failed login attempt | login attempt
auth failed authorized authorized guest login
authorized
authorized
authorized \4@

auth failed

auth failed

authorized




23sh 20| F43) 0T

- &2 O|HIEE MZ L& IOt 2t0| E(id/try/country/pw ...) l{ 20f| &5 7} O & Cf ket
- O| I} 20, L EOIE} St5= 2o D 7t A A =

212 21 E7|0|A (Trace 1) TR EYO|A
event=login attempt | id="alice" | try=5 | country=KR | pw="1233" login attempt
event=auth failed | id="alice" | reason=too_many_tries M auth failed
event=login attempt | id="bob" | try=2 | country=KR | pw="aaaaaa..." » apper » login attempt
event=auth failed | id="bob" | reason=too long_ password auth failed
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Symbolic Automaton

start

Trace 1
event=login attempt | id="alice" | try=5 | country=KR | pw="1233"
event=auth failed | id="alice" | reason=too_many_tries
event=login attempt | id="bob" | try=2 | country=KR | pw="aaaaaa..."
event=auth failed | id="bob" | reason=too_long_password

Trace 2

event=login attempt | id="alice" | try=1 | country=KR | pw="12?4"
event=auth failed | id="alice" | reason=invalid_character
event=login attempt | id="alice" | try=2 | country=KR | pw="1234"
event=authorized | id="alice" |
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Trace 1 Abstract Trace 1
login attempt | id="alice" | try=5 | country=KR | pw="1233" login attempt | bl=false | b2=true | b3=false
auth failed | id="alice" | reason=too_many_tries auth failed
login attempt | id="bob" | try=2 | country=KR | pw="aaaaaa..." login attempt | bl=true | b2=false | b3=false
auth failed | id="bob" | reason=too_long_ password . auth failed

Symbolic

Trace 2 - Mapper - Abstract Trace 2
login attempt | id="alice" | try=1 | country=KR | pw="127?4" login attempt | bl=true | b2=true | b3=true
auth failed | id="alice" | reason=invalid_character auth failed
login attempt | id="alice" | try=2 | country=KR | pw="1234" login attempt | bl=true | b2=true | b3=false
authorized | id="alice" | authorized
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Abstract Trace 1

login attempt | bl=false | b2=true | b3=false
auth failed

login attempt | bl=true | b2=false | b3=false
auth failed

Abstract Trace 2

login attempt | bl=true | b2=true | b3=true
auth failed
login attempt | bl=true | b2=true | b3=false
authorized

Abstract Counterexample Trace

login attempt | bl=true | b2=false | b3=false
authorized
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Benchmark |P| #Nest LoC |Dom(t)| |X| #Bool #Enum #Num
Simulink 45 1 250 3.7 6.5 1.2 3.9 14
SV-COMP 25 3 1,521 4.8 34.8 1.6 10.8 224
LeetCode 25 18 186 5.2 25.9 4.3 1.5 20.1
Embedded 5 4 828 7.4 11.2 0.6 5.0 5.6
Avg. | 581 4.5 187 2.0 5.1 11.6
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